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Homeland
Security

This year, the commercial real estate industry continued
to face significant physical and cyber threats with the
rise of civil unrest, natural disasters, international and
domestic terrorism, and cybersecurity breaches.
In order to defend our nation’s critical infrastructure

information sharing and cooperation with key law

against these existing and emerging threats,

enforcement and intelligence agencies. The RE-ISAC

Roundtable members played a vital role in developing

sends a daily report to members to share information

the strategies and policies needed to restore a higher

and raise awareness of potential cyber and other

level of public safety in our communities. In conjunction

threats and share guidance from the Department of

with our partners, The Roundtable remains proactively

Homeland Security’s Cybersecurity and Infrastructure

involved in mitigating these imminent threats and

Security Agency (CISA) and other agencies. In addition,

strategizing longer-term solutions.

The Roundtable’s HSTF works closely with federal, state,
and local law enforcement and intelligence agency

Cyber Threats
In combination with a host of challenges posed by the
pandemic, growing geopolitical conflicts have raised
security concerns around cyberattacks. Recent highprofile hacking attacks, such as the penetration of the
IT management firm, Solar Winds, which comprised the
IT infrastructure of hundreds of federal agencies and
private companies, have exposed existing vulnerabilities
in the nation’s cybersecurity regime and heightened
the necessity to build robust domestic defense systems.
Following these breaches and other threats, the White
House on June 2, 2021, issued a stark warning urging
businesses to take “immediate steps” to increase their

partners and the RE-ISAC on risk mitigation measures
that CRE businesses may consider to help protect critical
infrastructure from cyber breaches.
In October 2021, a 37-member coalition that includes The
Roundtable provided detailed suggestions to Senate
and House congressional committees about provisions
that should be included in any bill that imposes a
compulsory cyber incident notification program on
the business community. On March 15, President
Biden signed into law the Cyber Incident Reporting
for Critical Infrastructure Act which creates two new
reporting obligations on owners and operators of critical
infrastructure:

ransomware defenses.
Through our Homeland Security Task Force (HSTF)

72

An obligation to report certain cyber

HOURS

incidents to CISA within 72 hours, and

24

An obligation to report ransomware

and Real Estate Information Sharing and Analysis
Center (RE-ISAC), The Roundtable remains focused on
measures that businesses can take—such as creating
an infrastructure that is resistant to physical damage
and cyber breaches—through increased cross-agency
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HOURS

payments within 24 hours.

2022 ANNUAL REPORT

These obligations will not take effect until CISA

proposal, and the rigid incident reporting deadlines,

produces comprehensive implementation regulations.

which may unintentionally exacerbate cybersecurity

The Securities and Exchange Commission (SEC) has

risks for issuers and impose burdens unjustified by

also proposed regulations that would require public

obvious benefits. We also stress the importance of

companies to make prescribed cybersecurity disclosures.

harmonizing SEC reporting requirements with other

The Roundtable submitted comments to the SEC

federal and state cyber incident reporting requirements.

in response to their proposed rulemaking. In the
comments, The Roundtable expressed overall support
for the SEC’s efforts to ensure that investors receive
accurate and comparable material information regarding
company cyber risk management and incidents. We
also raise a number of concerns regarding the detailed,
granular reporting that would be required by the

The Roundtable continues to work with a broad coalition
of business organizations to ensure that any cyber
incident reporting directives create a compliance regime
that provides impacted businesses with clarity in
reporting, encourages cooperation between the public
and private sectors, and limits legal liability.

Cybersecurity By The Numbers

37%

$1.85M

$20B

of businesses were hit by
ransomware attacks in 2021

On average, it cost
businesses $1.85M to recover
from an attack in 2021

The total cost of
ransomware attacks in 2021
equaled roughly $20B
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Average Weekly Attacks per Organization Studied by Industry, 2021
Education /
Research

1505

Government /
Military

1136
1079

Communications

1068

ISP/MSP
830

Healthcare
SI / VAR /
Distributor

778
736

Utilities

+41%

Finance /
Banking

702

+53%

Leisure /
Hospitality

595
576

Consultant

+73%
+146%

Retail /
Wholesale

526

+39%

Hardware
Vendor

367

+71%

+37%

536

541

+67%

+68%

Software
Vendor

Transportation

+51%

+46%

704

636

+47%

+18%

Manufacturing

Insurance /
Legal

+75%

+34%

+16%

Source: Forbes, Cybersecurity in 2022 - A Fresh Look at Some Very Alarming Stats, Jan. 2022
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Senator Maggie Hassan (D-NH),
who serves on the Homeland
Security and Government Affairs
Committee, converses with
Roundtable Chair, John Fish, at the
2022 Spring Roundtable Meeting.

Physical Threats

Terrorism Risk Insurance Act (TRIA)

The proliferation of civil unrest, organized looting,

In September, The Roundtable commemorated the 20th

and the reduction of funding for state and local law

anniversary of the 9-11 attacks by holding a joint meeting

enforcement agencies has raised concerns in the

of the organization’s HSTF and Risk Management

commercial facilities sector about how to protect

Working Group. The meeting was a reflection on the

businesses from physical threats. Toward the end of

profound human losses and lessons learned from the

2021, The Roundtable’s HSTF worked with government

tragic events, and also a recognition of the enduring,

officials to produce a one-page reference on “flash

positive impact of the TRIA. The TRIA is in place to

mob” retail theft to assist businesses in recognizing

protect the economy in the event of a future attack. The

potential preparatory actions for future criminal

Roundtable is proud of its efforts in the wake of 9/11 and

activity. The Roundtable continues to promote security

its efforts to extend the program until the end of 2027.

measures against both physical threats and cyber
threats by facilitating increased information sharing
and cooperation among its members and key law
enforcement and intelligence agencies.
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