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Summary

Rising incidence of cyber and physical security threats—including terrorism, cyberattacks, and organized crime—
have heightened concerns about protecting commercial properties and critical infrastructure.

The conflict in Iran raises additional security concerns. Iran poses a credible, near-term threat to the U.S. homeland,
utilizing cyber operations, targeted assassination plots against officials, and potential proxy network activations to
retaliate against U.S. strikes in the Middle East. Increased risks include cyberattacks on critical infrastructure,
violent extremist radicalization, and attacks on religious or government targets by Iran-linked actors.

The Islamic Revolutionary Guard Corps (IRGC) and its affiliates are capable of conducting asymmetric operations
and creating and strengthening proxy networks within the U.S. The conflict has prompted warnings from the FBI
regarding intelligence, espionage, and potential attacks from Iran-linked individuals.

The conflict may motivate homegrown violent extremists or Iranian proxies to launch attacks on U.S. soil, targeting
public gatherings, faith-based institutions (synagogues, mosques), and universities. While direct state-sponsored
attacks are less common, Iran may leverage its global network of proxies, such as Lebanese Hezbollah, or activate
"sleeper cells" to carry out asymmetric retaliation.

In addition to the challenges posed by Iran and its proxy groups, the ongoing Russian invasion of Ukraine and rising
tensions in Asia have raised security concerns about the increased incidence of cyberattacks from the Russian
Federation, the People’s Republic of China (PRC), North Korea, and other state actors.

Information sharing is vital for the commercial facilities sector to enhance cybersecurity, improve incident
response, mitigate physical threats, build community resilience, and maintain a competitive edge by fostering
collaboration and innovation among different facilities and organizations.

Key Takeaways

e Recent high-profile hacking attacks underscore the need to fortify the nation’s IT infrastructure against
cyberattacks. There are also growing concerns that cyberattacks could exploit Al vulnerabilities to gain
unauthorized access to facilities or sensitive data.

e RER supports enhanced information sharing and cooperation among its membership with key law
enforcement and intelligence agencies through its Homeland Security Task Force and Real Estate
Information Sharing and Analysis Center (RE-ISAC).

¢ Policymakers should avoid imposing duplicative or inconsistent regulations that create additional
challenges for those tasked with defending the nation’s critical infrastructure and undermine cyber
preparedness.

Background

CISA 2015 Reauthorization — Critical for Information Sharing

e The Cybersecurity Information Sharing Act of 2015 (CISA 2015) was designed to encourage and protect
the sharing of cyber threat information between private-sector companies and the federal government. The
act was a cornerstone of public-private partnership in cybersecurity, enhancing national defense and
economic security. The law, which provides liability and privacy protections for companies sharing cyber
threat data with the government, originally featured a 10-year sunset clause that led to several lapses and
temporary renewals starting in late 2025.

e This law is important for our sector as it provides specific legal protections for private companies sharing
cybersecurity threat information with the government. While sharing may continue, the lack of explicit
liability and antitrust shields could reduce the flow of critical threat intelligence, weakening a key defense
against increasingly sophisticated cyberattacks.
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e The House Homeland Security Committee, led by Chairman Andrew Garbarino (R-NY), continues to
advance a reauthorization bill, the Widespread Information Management for the Welfare of Infrastructure
and Government (WIMWIG) Act (H.R. 5079). Chairman Garbarino’s bill seeks to reauthorize CISA 2015 for
10 years through 2035 and update it to address artificial intelligence and supply chain threats. The
measure was passed out of the Committee by a 25-0 unanimous vote but has not yet gone to the full
House for a vote.

e Because H.R. 5079 remains pending in the broader legislative workflow, Congress utilized the short-term
Continuing Resolution mechanism to keep the underlying 2015 threat-sharing liability shields active until
Dec. 11, 2026.

Information Sharing and Real Estate

e The Department of Homeland Security (DHS), primarily through the Cybersecurity and Infrastructure
Security Agency (CISA) as the Sector Risk Management Agency (formerly Sector-Specific Agency),
manages information sharing for the Commercial Facilities Sector through the following:

o ANCHOR-CI Program: In July 2026, DHS and CISA launched the Alliance of National Councils for
Homeland Operational Resilience - Critical Infrastructure (ANCHOR-CI). This initiative replaces the
previously disbanded Critical Infrastructure Partnership Advisory Council (CIPAC) to restore formal
government-to-industry channels for discussing physical and cyber threats across critical
infrastructure.

o Commercial Facilities Subsector Engagement: CISA collaborates with private-sector owners and
operators across eight subsectors—including Entertainment and Media, Gaming, Lodging, Outdoor
Events, Public Assembly, Real Estate, Retail, and Sports Leagues—using voluntary frameworks
outlined in the Commercial Facilities Sector-Specific Plan. The Roundtable is part of the
Commercial Facilities Sector Coordinating Council.

o Training and Resource Guides: DHS and CISA distribute threat awareness and mitigation tools,
such as the Public Venue Security Resources Guide, Suspicious Activity Reporting (SAR) channels,
and active-shooter/surveillance-detection training courses (e.g., 1IS-907.A and AWR-940).

Recommendations

Strengthen Preparedness and Information Sharing: Policymakers and law enforcement agencies must advance
efforts to counter potential physical and cyber threats, especially to critical infrastructure. The real estate industry
remains an important partner in these efforts.

e In addition to civil unrest, organized retail crime, and violent attacks on properties across the U.S,, real
estate continues to face a variety of cyber and physical threats, such as:

o Disruptive and destructive cyber operations against strategic targets, including an increased
interest in control systems and operational technology;

o Cyber-enabled espionage and intellectual property theft;

o Improvised explosive devices (IEDs);

o Attacks against U.S. citizens and interests abroad and similar attacks in the homeland;
o Tenant fraud; and

o Unmanned aircraft system (UAS) attacks against hardened and soft targets.

e Through a Cybersecurity Information Sharing and Collaboration Agreement with DHS's CISA, the RE-ISAC
engages in operational efforts to better coordinate activities supporting the detection, prevention, and
mitigation of cybersecurity, communications reliability, and related data threats to critical infrastructure.

e RER supports the WIMWIG Act introduced to reauthorize and make updates to CISA 2015.

¢ RERremains focused on measures that businesses can take—such as creating resilient infrastructure that
is resistant to physical damage and cyber breaches—to better prepare for potential threats.
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